ENGINEERING MATHEMATICS

MSC 68T05, 62J07, 68Q32 DOI: 110.14529/jcem210201

SIMULATION OF PROCESSES FOR PROTECTING VOICE
INFORMATION OBJECTS AGAINST LEAKAGE THROUGH
THE SPURIOUS ELECTROMAGNETIC RADIATION
CHANNELS USING THE PETRI - MARKOV NETS

0. S. Avsentev', osaos@mail.ru,

A. O. Avsentev', a0aao8787Qmail.ru,

A. G. Krugov?, krtemik@gmail.com,

Yu. K. Yazov®, yazoff 1946@mail.ru
Woronezh Institute of the Ministry of the Interior of the Russian Federation, Voronezh,
Russian Federation,
2Department of Private Security of the National Guard Troops in the Tver Region, Tver,
Russian Federation,
3Voronezh State Technical University, Voronezh, Russian Federation

In order to assess quantitatively the protection of information on objects of
informatization (OI) against leakage through channels of spurious electromagnetic radiation
(SEMR), we propose to simulate the processes of interception of SEMR using the apparatus
of Petri — Markov nets, which makes it possible to take into account the probabilistic-
temporal characteristics of parallel processes of interception of such radiations arising in
radio electronic devices (RED) of structural elements (SE) of an object, actions of a violator
implementing interception from outside of the controlled area (CA), as well as protective
measures aimed at preventing the possibility of intercepting SEMR. It is assumed that the
energy and frequency characteristics of the SEMR allow a violator to carry out such an
interception in the absence of protective measures. Indicators of assessment are given and
analytical dependencies for their calculation are obtained. The model allows to assess the
possibility of intercepting information related to confidential in time, as well as the impact
of protective measures on the violator ability to intercept SEMR containing information
of a confidential nature. We give examples of calculating the proposed indicators when
analyzing the protection of voice information against interception by SEMR of RED of OI,
and estimate the influence of preventive organizational and technical protection measures
on reducing the possibilities of interception depending on the efficiency and timing of their
implementation. Based on the performed computational experiment, we show that, when
analyzing the protection of voice information against leakage by SEMR, it is necessary to
evaluate not only the possibilities of energy detection of SEMR, but also the possibility of
intercepting SEMR in time.
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Abbreviations

CA - controlled area

IPr — information processes

ISS — information security system

OI - objects of informatization

PII — process of intercepting information
PIP — process of information protection
PMN — Petri — Markov net

RED — radio electronic devices

RRT — rapid response teams

SE — structural elements

SEMR - spurious electromagnetic radiation
TCIL — technical channel of information leakage
TM — technical means

Introduction

At present, the requirements and measures for the protection of confidential information
on OI against leakage by SEMR of RED by international standards [1| adopted in the
Russian Federation in an authentic translation [2] are not regulated. At the same time,
a wide variety of Ols is associated with differences in the types of information, a wide
range of SEs in their composition, the presence of various kinds of REDs that can act as
sources of SEMR, and allows a violator to use these emissions to intercept information
containing confidential information. The choice of adequate protection measures against
such interception depends on both the energy factors (the power of the SEMR, the
sensitivity of the violator receiver, the distance between the RED and the violator, the
characteristics of the propagation medium, etc.) and the duration of messages converted in
the SEMR in the RED, as well as the time available for a violator to deploy and configure a
receiving equipment and intercept SEMR. However, nowadays the methodological support
of the specified choice of protection measures is focused on taking into account energy
characteristics only.

So, in [3, 4], instrumental and computational methods are used as a methodological
support for the choice of protection measures. The works [5, 6] investigate the physical
processes of propagation of radio waves of various ranges in the atmosphere and near the
earth’s surface. In turn, the work [7| considers the essence and features of the application
of information protection measures under the conditions of intercepting the radiation of
informative signals using hardware and software radio control systems. The conclusion
about the need to apply measures to protect information against leakage is made on
the basis of calculations of the energy characteristics of the informative signal during its
propagation in the air from the RED of OI to the technical means (TM) of interception
used by the violator outside the CA. At the same time, this does not take into account
the time characteristics of both the actions of the violator to intercept the SEMR, and
the time of existence of information in the OI, as well as the set of functions implemented
during the application of the necessary protection measures.

Failure to take into account the time factor leads, as a rule, to overestimated
information protection as the ability of its protection system to withstand the threat
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of leakage. This is due to the fact that the failure to meet the energy conditions under
which there is no possibility of intercepting the spurious signals of the RED does not mean
that the violator is able to intercept the necessary information. In addition, sometimes,
it is very difficult to fulfill the specified conditions, since the possibility of intercepting
information by SEMR depends on many factors: the presence of REDs in the OI, which
can act as sensors of the intercepted information; the existence of links between SEMR and
confidential information circulating in the OI; the extent of the medium of propagation
of these signals outside the CA of the object, at which it is possible to use a receiver
to intercept them taking into account its sensitivity; the presence of conditions on the
territory adjacent to the CA for the secret execution of actions by the violator to use this
receiver. In turn, under these conditions, counteraction to the interception of information
is possible through the use of preventive measures to protect it of an organizational and
technical nature [8] aimed at blocking the indicated actions of the violator.

The dynamics of each of these processes can be characterized by their temporal
characteristics: the time of beginning, completion and duration of implementation. These
times are random variables that makes it difficult to solve the problem on taking into
account these characteristics when assessing the protection of information in the OI against
leakage by the technical channel of information leakage (TCIL) of the considered type in
the interests of choosing adequate protection measures.

These circumstances necessitate the use of methods for quantitatively assessing the
protection of information of the OI against leakage by SEMR with the development of an
appropriate mathematical model.

In theoretical terms, the study of the issues of assessing the protection of information
of OI against leakage due to SEMR of their RED, taking into account the dynamics of the
implementation of processes of the type under consideration and their interrelationships,
are of a limited nature. Most scientific publications propose various approaches to its
assessment, which are aimed at studying individual elements of the description of TCIL
and the formation of an information security system (ISS) on this basis.

For example, the work [9] proposes an expert approach to assessing the protection of
information against threats of leakage through SEMR channels and pickups. The approach
is based on the implementation of empirical procedures for systematizing the relationships
between sources of information leakage threats and its vulnerabilities. In this case, the
security of information is assessed according to the probabilistic indicator of assessing the
level of threat.

Also, qualitative approaches were developed, in which the process of protecting
information against interception due to SEMR is characterized by a certain quality
considered as a result of the performance of the target protection function, which allows
its functional representation [10]. Each of the many functions that make up the multilevel
structure of the functional description of the processes under study is implemented by
performing a certain sequence of actions characterized by the times of their execution.
However, since actions can be performed both sequentially and in parallel, there are
difficulties in determining the numerical value of the total time of implementation of the
objective function and the information security indicator that takes this time into account.

The apparatus of Petri nets [11-14] was found wide application for modelling branching
processes. Currently, Petri nets (PRES+ models [11], fuzzy Petri nets of the type Vf [12],
stochastic Petri nets [13], networks simulating the spread of malicious programs in various
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wireless complex networks [14]) are used to develop simulation models of various kinds
of branching processes mainly. Their use for these purposes is associated with significant
labor costs and leads to great difficulties in accounting for the time factor.

Recently, in the interests of taking into account the time factor when assessing the
security of information of the OI against leakage due to SEMR, more and more attention is
paid to the use of the apparatus of Markov or semi-Markov processes [15]. However, at the
same time, significant difficulties arise due to the need to take into account the dynamics
of parallel implemented partial processes that make up the process of realizing the threat
of interception of SEMR, as well as the logical conditions for such an implementation.
For example, the process of intercepting information (PII) with the help of a TM can
be implemented under the conditions when the information to be protected and the
corresponding SEMR in the RED appear, the SEMR have energy characteristics that allow
identifying information with a sufficient level of its quality, this information contains the
information the violator needs, the violator installed and configured TM for intercepting
SEMR, etc. At the same time, the process of information protection (PIP) against leakage
by SEMR can be implemented by using the ISS formed in advance both independently
of the implementation of the PII and with the use of additional preventive measures for
protecting information taking into account the actions of the violator implementing the
PII.

It is practically impossible to take into account these factors analytically using
the traditional apparatus of Markov and semi-Markov processes [16, 17|. In a similar
situation, in order to provide the possibility of analytical calculation of information security
indicators of OI in relation to information systems of electronic document management,
the work [18] proposes to use the apparatus of Petri — Markov nets.

In this work, we propose to use the apparatus of Petri — Markov nets to assess the
security of voice information against leakage due to the SEMR of the RED of the OI.

In [19], it is shown that for the use of this apparatus in the interests of assessing the
security of information against leakage, it is advisable to preliminarily develop descriptive
models that include a set of actions performed during the implementation of information
processes (IPr) in OI and PII under the conditions of applying preventive information
protection measures aimed to block the violator actions to implement its interception
according to the SEMR of the RED of the OI. At the same time, the timely response of
the ISS to the actions of the violator to implement the PII is considered as the goal of
protection, and probabilistic or average statistical indicators are used as indicators.

1. Descriptive Model of the Process of Forming Conditions for
Intercepting Voice Information by SEMR

When developing descriptive models of implementation of threats of intercepting
SEMRs containing voice information of a confidential nature, the following is taken into
account.

1. Events, during which leakage of such information by SEMR is possible, are carried
out during the working day at a time unknown for the violator. The interception of the
SEMR by the violator is a random process in time.

2. Before the start of the event, the equipment for sound amplification, sound recording,
sound reproduction, video recording and playback, terminal devices that function until the
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end of the event are turned on and adjusted.

3. Only fragments of the speeches of the participants of the event contain information
of a confidential nature. Moreover, the time of occurrence of such fragments and their
duration are random.

4. The time during which a violator can intercept a SEMR is limited and random,
since a violator cannot be near the controlled territory for a long time due to the danger
of detecting himself.

5. Before intercepting voice information, the violator carries out a number of actions
such as scanning the frequency range in order to detect the SEMR of the RED, determining
the direction of the maximum level of their radiation [5], choosing a place for the covert
use of a TC at a minimum distance to the boundaries of the CA of the OI, determining
the type of the SEMR signal, and the width of its spectrum, setting the mode of operation
of the TM corresponding to the type of intercepted information. The execution times of
these actions are random values. In this case, leakage can occur through the SEMR of
one of several REDs of the OI, for the radiation of which the violator’s TM receiver is
adjusted.

6. Organizational and technical measures can be applied to protect voice information
against leakage by SEMR. Organizational measures include the use of mobile rapid
response teams (RRT), that are patrol groups of 2 — 3 people to patrol the territory
adjacent to the OI of the CA. The management of these groups is carried out by the ISS
administrator, who controls the operational situation in this area using video surveillance
systems. The RRT conduct an inspection of the adjacent territory to find the place from
which the violator intercepts the SEMR. The technical measures include the use of mobile
devices that simulate false SEMRs and mobile noise generators, which are used to equip
the patrol RRT.

7. The effect of protection is achieved due to the following facts. First, a patrol group
appears within sight of the violator, which causes the termination of the violator actions
to intercept the SEMR and removing the violator from the territory adjacent to the
CA. Second, RRT use mobile technical means of active protection in order to exclude
the possibility of information leakage. Both organizational and technical measures are
anticipatory and turn out to be effective if, as a result of their use, the violator does not
have time to intercept the SEMR by which he can reveal confidential voice information.
These measures are applied in practice, but other measures are also possible, for example,
those indicated in [19].

2. Indicators for Assessing the Security of Voice Information
against Leakage Through the Channels of Spurious
Electromagnetic Radiation

Since almost all the processes taken into account in the implementation of the threat
of voice information leakage due to the SEMR of the RED of the OI are random in time, it
is advisable to use the probability of the threat realization in a given time as an indicator
for assessing the security by analogy with [18]. Such a leak can occur only during the time
of delivering a speech, or during a certain fraction of this time, which is sufficient for the
disclosure of confidential information. The possibility of a leak is caused not only by the
length of the speech of the event participant, but also by the readiness of the violator to
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intercept the SEMR. In this case, it is assumed that the version of the violator’s actions,
which is worst for the legitimate user of the OI takes place, when, within the time t;,,;, the
violator moves to the territory adjacent to the CA, deploys and sets up the interception
TM until the moment t,.;, corresponding to the beginning preparation for the event, that
is, before switching on and setting up the sound reinforcement system (Fig. 1).
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Fig. 1. The ratio of the times of preparation and holding an event and the actions of the violator

In Fig. 1, the following symbols are used:

tioor is a time from the beginning of the working day to the moment the violator
deployed the interception TM;

tiun is a time of the TM tuning for SEMR interception;

tsp is a time of waiting for the start of the event, that is, the time before the start
of the first participant of the event (the time consists of the time from the beginning of
the working day to the start of preparation for the event denoted by t,., the duration of
setting up the sound reinforcement system denoted by 4 and the time of waiting for the
first participant of the event denoted by t2<.,);
Tsp 15 a duration of the event;

7'5(;), 7'5(13), 7'5(2)... taugg)

are durations of the performances of the event participants;
tierms 1S & time required for the formation of interception conditions by the violator
(tiun that is deployment the interception TM and its setting in the territory adjacent to
the CA, as well as the violator’s waiting for the start of the event denoted by %) during
the time of deployment and tuning of the OI sound reinforcement system denoted by #4p;
T, 18 a total duration of the violator’s actions to intercept SEMR corresponding to the
speeches of the event participants;
7'151), 7'152), 7'153) 7'15N) are durations of interception of SEMRs corresponding to the

speeches of each participant of the event.

The impact of the used security measures on the possibility of intercepting voice
information by SEMR is characterized as follows. If the violator detects a patrol group,
then the equipment for intercepting the SEMR is turned off. In this case, the detection of
a group can occur when the group arrives at the territory, during round and inspection by
the group, during the deployment and configuration of the TM by the violator, as well as
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during the interception of SEMR with voice information. At the same time, interception
becomes impossible or the interception time is reduced and thus the ability of the violator
to identify confidential information contained in the SEMR is reduced. If the violator does
not detect the patrol group or ignores its actions, then with the activation of the mobile
noise generator (or simulator), the interception of the SEMR is blocked, with the exception
of the possibility of information leakage. Suppression can begin both during the existence
of SEMR and before its appearance.

The use of the considered protection measures can significantly reduce the amount
of intercepted information with a significant decrease in the semantic intelligibility of
speech [20]. To ensure the specified intelligibility, the violator must intercept at least 25%
of the amount of information (based on the required verbal intelligibility [7]).

The above ratios and conditions of interception are used in the mathematical model
of the realizing the threat of interception of voice information by SEMR.

To assess the possibility of intercepting voice information by SEMR, it is proposed, by
analogy with [18], to use a probabilistic indicator that is the probability of realizing the
threat of interception of at least a given portion (Js,) of the volume of voice information

of the n-th participant spoken during the time rﬁ{,’ ), n =1, N at this event.

At the same time, interception takes place under the following conditions. First,
the following conditions are fulfilled: by the time the participant’s speech containing
confidential information begins to be intercepted, the sound reinforcement system was
deployed and configured, the violator arrived at the territory adjacent to the protected
area, deployed and tuned in the TM of the SEMR interception, and this was not detected
by the RRT or suppressed by this group’s mobile vehicle. Second, during the time 71(6”),
the voice of the n-th participant of the event was intercepted by the SEMR.

The time of realization of the SEMR interception threat (¢,) is the sum of the
times terms and 7,. However, if the value t;.,.,,, can be considered to be exponentially
distributed [21] with the mathematical expectation Zierms, then the value 7'5(,? ) for the n-th
participant is limited to the minimum 757 and the maximum 7g,5* values and, in fact, has
a uniform probability distribution. With accuracy sufficient for practice, the probability
distribution for (7'15”)) can also be considered to be uniform. In this case, the following
conditions must be fulfilled:

min

- the time required to form the conditions for interception of the SEMR by the violator
(tterms) should not exceed the time of waiting for the start of the event (tg,));

- the total time tgl), which is required to form the conditions for interception of the
SEMR and the interception itself, cannot be less than the sum of the time of waiting for
the start of the event (tg;)) and the time required to intercept a given portion of the voice

message (Jsp - TS(;)), which allows to reveal confidential information, but cannot exceed the

total time of waiting for the start of the event and the time for the first participant at the
event (tﬁ}} + Té%)).

)

The quantity tq(} is the sum of the random variables t;.,,,s distributed exponentially

and 73" distributed uniformly in the interval [7'(1) qu,ll)nax]. As the probability that the

u. min?
threat of voice information leakage by SEMR is realized during the speech of the first
participant, the distribution function for such a sum is calculated by the formula
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\
where a; = t4) + (1 —0dgp) ~7'75_11)nin and by = t$) + 7M.

If it is necessary to assess the possibility of information leakage by SEMR for the n-
th participant (under the condition that the interception of the voice information of the
previous n — 1 participants took place), then similar conditions must be fulfilled as for the

first participant. Wherein

o= ="t + 61 ; (2)
k=1
where

tgg_l) is the time from the start of the event to the start of the performance of the
n-th participant,

0y is the duration of the pause between the performances of the k-th and (k+1)-th
participants.

Therefore, to calculate the probability of realizing the threat of information leakage
by SEMR for n event participants, the same formulas are used, where the parameter ts;,)
is replaced by the parameter tﬁZ‘”.

For rough estimates, the probability that there is a leakage of voice information by

SEMR for the period of the event for at least one participant is calculated by the formula:

N
PV () =1-T] [t - PN @] (3)
n=1
To calculate the value ti;,s, We develop a mathematical model of the process of
forming conditions for intercepting voice information by SEMR based on the apparatus of
composite Petri — Markov nets.

3. Mathematical Model of the Process of Forming Conditions
for Intercepting Voice Information by SEMR Based on the
Apparatus of Composite Petri — Markov Nets

A descriptive model of the process of forming the conditions for intercepting voice
information by the SEMR of the RED of the OI was used to form the Petri — Markov net
(PMN) in the interests of modelling the dynamics of the implementation of this process. In
this case, in accordance with [21], composite PMNs; which are Markov and semi-Markov
partial processes combined through logical transitions, were used. Fig. 2 shows the PMN
graph corresponding to the descriptive model of the process of forming the conditions for
intercepting voice information by SEMR.
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PMN includes a set of positions (numbered in order without letters and indices —
0, 1, 2, etc.) and a set of transitions (with numbers and the letter z — 0(z), 1(2), 2(z),
etc.). Positions indicate the states of the modeled process at certain points in time, and
transitions are actions that are implemented during the execution of the process.

The current state of the process is indicated by a label. To simulate a process of the
type under consideration, a so-called ordinary network is used, in the initial state of which
there is only one label.

The time of moving the process from position to transition is considered to be random
and finite, and time of moving the process from transition to position is considered to be
instantaneous. The directions of the label movement along the graph are indicated by arcs
with arrows.

Transitions can be simple or logical. Simple transitions are triggered when a label
arrives at them from an incident state, have one input and can have several outputs.
Logical transitions have two or more inputs and are triggered when labels are received and
when certain logical conditions are fulfilled.
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Fig. 2. The Petri — Markov network graph for the process of forming the conditions for the
realization of the threat of interception of voice information by SEMR

In Fig. 2, we use the following notations.

For network positions:

0 stands for the initial state of the process: readiness for the event and the beginning
of the deployment of the sound reinforcement system to support it, the RRT is ready to
patrol the territory, the violator is ready to move to the territory adjacent to the protected
area;

1 stands for the started testing and tuning the sound reinforcement system:;

2021, vol. 8, no. 2 11



O. S. Avsentev, A. O. Avsentev, A. G. Krugov, Yu. K. Yazov

2 stands for the violator deployed the TM for intercepting SEMR and started scanning
the frequency range to detect the SEMR,;

3 stands for the RRT went out to patrol the territory adjacent to the CA to detect
the violator;

4 stands for the violator started monitoring the territory to detect the RRT;

5 stands for the SEMR takes place during testing and tuning of the sound reinforcement
system;

6, 9, 12, 15, 18 stand for the violator did not find the RRT on the territory (with the
probability 1 — P,;;) and the RRT did not find the violator (with the probability 1 — P, );

P, is the probability of detecting a patrol group by a violator, P, < 1;

P,, is the probability of detecting a violator by a patrol group, P, < 1;

7, 10, 13, 16, 19 stand for the noise generator was on, the suppression of the TM for
interception of the SEMR was started with the probability P,.q;

8 stands for SEMR was detected by the interceptor, determination of the direction of
its maximum level was started;

11 stands for completion of Action 8 and start of finding the place from which the
SEMR interception will be carried out;

14 stands for completion of Action 11 and start of determining the type of the SEMR
signal and the spectrum width;

17 stands for completion of Action 14 and start of setting up the interception TM by
the violator;

20 stands for completion of testing, the functioning of the sound reinforcement system
is tuned and checked, the system is put into standby mode;

21 stands for the RRT deployed a mobile noise generator and received a command to
suppress the violator’s TM;

22 stands for completion of setting up the interception TM, the violator is ready to
intercept the SEMR signal corresponding to the voice of the event participant;

23 stands for fulfillment of the conditions to implement the threat of interception of
voice information of the event participant.

For network transitions, we use the following notations:

0 (2) stands for the violator moves through the territory adjacent to the CA, the RRT
moves to patrol the territory;

1 (2) stands for start of testing, tuning and checking the functioning of the sound
reinforcement system, the system is put into standby mode;

2 (z) stands for the logical transition "AND", which is triggered under the condition
that the violator detected SEMR during the tuning of the sound reinforcement system
while scanning the frequency range, and, at the same time, he did not detect the RRT (or
ignored its appearance);

3 (z) stands for the logical transition "AND", which is triggered under the condition
that the violator began to determine the maximum level of SEMR, but at the same time
he did not detect the appearance of the RRT and the RRT did not detect the violator,
and suppression of the interception TM did not exclude the reception of SEMR;

4 (z) stands for the logical transition "AND", which is triggered if the RRT did not
detect the violator and the violator did not detect the RRT;

5 (z) stands for the logical transition "AND", which is triggered under the condition
that the violator began to select a place for intercepting the SEMR during the setup of
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the sound reinforcement system, but at the same time the violator did not detect the
appearance of the RRT and the RRT did not detect the violator, and the suppression of
the interception TM did not exclude the interception of SEMR;

6 (z) stands for the logical transition "AND", which is triggered under the condition
that the violator began to determine the type of the SEMR signal and the spectrum width,
but at the same time the violator did not detect the appearance of the RRT and the RRT
did not detect the violator, and suppression of the interception TM did not exclude the
interception of SEMR;

7 (z) stands for the logical transition "AND", which is triggered under the condition
that the violator completed the configuration of the TM, while the violator did not detect
the appearance of the RRT and the RRT did not detect the violator, and suppression of
the interception TM did not exclude the interception of SEMR;

9 (z) stands for the logical transition "AND", which is triggered under the condition
that the process approaches the transition along both arcs: both the sound reinforcement
system and the intercept TM are configured.

For network arcs, we use the following notations:

an arc with an arrow indicates the direction of movement of the modeled process (for
some arcs associated with the applied protection measures, the probability of movement
along the arc is indicated);

an arc with a circle is a permissive arc: when the label arrives at the incident (outgoing)
position, the transition to which such an arc approaches is allowed.

Taking into account the foregoing, the mathematical expectation (fiems) of the
response time of the given PMN, that is, creating conditions for the implementation of
the threat of interception of voice information by SEMR, is calculated as follows:

Lierms = m + T7(2) + T9(z)» (4>

where 7o) is the average response time of the transition 9 (2).

Transitions 2 (z), 3 (2), 5 (2), 6 () and 7 (z) with the logical "AND" are triggered if
the label approaches the transition along three arcs, which are two usual (with an arrow)
arcs and a permissive one. Transitions 4 (z) and 9 (z) are triggered as ordinary transitions
with the logical "AND" [21].

If the probability of moving along an usual arc is indicated, then the time increases in
inverse proportion to this probability. For example, the average time of moving the process
from State 1 to Transition 2 (z) is determined from the relation [22]

12 = ———", Pyt >0, (5)

where 711 and 75 5 are the average times for the process to move from State 1 to Transition
1 (2) and from State 5 to Transition 2 (z), respectively, when a SEMR is detected during
the interception TM setup with the probability Pge.

Taking into account the above, the response times of logical transitions are calculated
as follows [21].
For Transition 2 (z),

T 247 Tas) + Ta)?
e = 2ABAT 2ASAT * Ta(z) T Ta(z) ’ (6)
TonsAT T Ta(2)

~—
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where Toasa7 18 an average time of the process moving to Transition 2 (z) and along the
arc from State 2, and along the arc from State 5, and along the arc from State 7,

_— = 75,2 77,2 1
T2n5AT = T2’2 + Pyet + 1-Proq (

For Transition 3(z),

2 2

T8A10~ T T8AL0 * Ta(z) + Ta(z)
T3(2) = T2(2) + e — e — , 8
i) 2) T8AL0 T Ta(z) (®)

where Tga1g is an average time of the process moving to Transition 3 (2) from States 8 and 7,

st (1= Praa)’ + s 70 - (1
T8A10 =

[m' (1 _Pmd> +T0,3] ’ (1 _Pmd>

For Transition 4(z),

2'(1_Pviol>2+m'm'(1_Pgr>'(1_Pm'ol)"‘mQ'(l_Pgr)Q
(1_Pg7“>'(1_pviol>'[m'(1

. 10
_pviol>+m'(1_PgT>] ( )
For Transition 5(z),

2 2
_ T1a13T T T1iA13 C Ta(z) T T4z
T5(z) = T3(2) + : —/\ L ) ) (11)
T1IA13 T+ Ta(z)

where Tija3 1S an average time of the process moving to Transition 5 (z) from
States 11 and 13,

— 9 2 - R
_ Ti15 (1= Praa)” +T115 - Tiss - (1 — Prag) + T35
T11A13 =

7115 - (1 = Prag) + 7135) (1 — Praa) : (12)

For Transition 6(z),

2 2
_ T1an16" T T1anle t Ta(z) T Ta(z
T6(z) = T5(2) + 4 —/\ L ) ) (13)
T14A16 T T4(z)

where Tija6 1S an average time of the process moving to Transition 6 (z) from
States 14 and 16,

—__ 9 2 - — 9
_ Tae (1= Prad)” + Tiae - Ties - (1 — Praa) + Ti66
T14n16 =

7126 - (1 = Praa) +T166) - (1 — Praa) ‘ (14)

For Transition 7(z),

22 2
_ T1rA19 T T TTAl9 C Ta(z) T Ta(z
o) + (2) (2)

- : (15)
T17TA19 T T4(z)

3
=
IS
S
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where Ti7a19 is an average time of the process moving to Transition 7 (z) from
States 17 and 19,

Tire - (1— Prad)2 + 777 - Tio7 - (1 — Prag) + Tio7
[Ti77- (1 — Prad) + Ti97) - (1 — Praa)

T17A19 =

(16)

For Transition 9(z),

2 22
T22,9° + T22,9 * T20,9 + T20,9
T22,9 1 T20,9

Tg(z) = (17)

The dynamics of the implementation of protection measures against interception of
voice information by SEMR is taken into account by the parameter f;..,, in accordance
with relations (5) - (17) and the probabilities Py, Py, Paet and Prqq, when formula (4)
is used to calculate the expectation of the time of creating conditions to realize the threat
of such interception. If it is necessary to assess the possibility of intercepting the speechs
of several participants in the event, then the times of their speechs (taking into account
the pauses between them) are summed up. In this case, to quantify the protection of voice
information from leakage, formulas (1) and (3) are used.

4. Experiment Results

To check the adequacy of the developed models and the correctness of the obtained
assessments of the protection of voice information against leakage due to SEMR of the RED
of the OI, experimental studies were carried out in the form of a computational experiment.
In the course of the experiment, we set the values of time parameters characterizing the
actions of the violator, the processes of interception of voice information by SEMR and
the application of protective measures:

Too is an average time before the start of the first participant’s performance (that
corresponds to the time Z,,) and equals to 5 min;

711 is an average time to turn on and prepare the sound reinforcement system for testing
and tuning and equals to 3 min;

To2 1s an average time of scanning the frequency range by the violator and equals to 5
min;
T34 is an average time for a patrol group to search for a violator and equals to 7 min;
71,4 is an average time of detection of a patrol group by a violator and equals to 2 min;
Ts2 1s an average time of SEMR detection during testing and tuning of the sound
reinforcement system and equals to 2 min;

T6,2, T9.3, T12,5, T15.6, T18,7 15 an average time of accounting for conditions and equals to 0
min;
T7.2, T10.3, T13.5: 16,6, T19.7 is an average time without suppression of the interception TM
during tuning of the sound reinforcement system, the determining the direction of the
maximum level of SEMR radiation, the choice of the place from which the SEMR
interception should be carried out, the determining the signal type and the width of its
spectrum, the setting of the TM of the SEMR interception, and equals to 2, 2, 5, 3, 2 min,
respectively;

Tg3 is an average time to determine the direction of the maximum SEMR radiation level
and equals to 1 min;

2021, vol. 8, no. 2 15



O. S. Avsentev, A. O. Avsentev, A. G. Krugov, Yu. K. Yazov

Ti15 is an average time of choosing the place from which the SEMR should be intercepted

and equals to 5 min;

To1 8 1s an average time of noise generator deployment and equals to 0.5 min;

Tia6 1s an average time to determine the type of the SEMR signal and the width of its

spectrum and equals to 2 min;

Ti77 is an average time for a violator to set up a TM to intercept and equals to 2 min;

To09 is a report on readiness and switching the sound reinforcement system to standby

mode and equals to 0.1 min;

Toa,9 1s a waiting for the start time of the participant’s performances and equals to 2 min.
We assume that the violator arrived at the start of the preparation for the event.
The formation of the initial data was carried out taking into account the terrain

conditions of the territory adjacent to the CA of the object located at a distance of 30

m from the park zone, and the characteristics of the interception TM. The length of the

territory along the CA of the OI is 200 m, and the width is 30 m.

As an interception TM, we use an AR-8200 receiver with the following characteristics:
frequency range is 0.5 — 2040 MHz; scanning speed is up to 37 frequencies (channels) per
second (at a scanning step of 100 kHz, the frequency range is scanned in 9 min); types of
signal modulation are AM, FM; sensitivity is 0.7 — 3.5 microvolt and 0.5 - 2.5 microvolt
in AM mode and in FM mode, respectively [23].

The OI sound reinforcement system includes: 23 T-621 A microphones; mixer
BEHVINGER SX 3242 FX; amplifier ROXTON AA-240; 6 loudspeakers INTER M;
connecting lines (twisted pair) from microphones to a mixer with a length of 10 — 40
m; connecting lines (twisted pair) from the mixer to the amplifier with a length of 0.1 —
0.2 m; connecting lines (twisted pair) from the amplifier to the loudspeakers with a length
of 10 — 30 m.

The ISS, which implements protection measures during the experiment, includes the
following elements.

1. Video surveillance system consists of video cameras Axis, software is Axis camera
station; Unifi video cameras, web interface is Unifi Video; Intel Celeron computer with
control and video processing modules (1.3 GHz, 2 GB of RAM), Microsoft Windows XP.

2. Three RRTs consist of three patrol officers, each of which is equipped with technical
means of information protection: a mobile radio noise generator of the "SHTORA" series
to protect against information leakage due to SEMR, which arose during the operation
of electronic means of processing, storage and transmission of information (operating
frequency range is 0.1 — 2500 MHz; increased output power is up to 35 W; battery life is
up to 50 min).

3. The video cameras are controlled by the security administrator through a server
located in the local network of the organization. Each camera has its own local address.
The RRT patrols carry out patrol in accordance with the administrator’s commands.

Results of calculating the time parameters of logical network transitions and the
mathematical expectation of the time of creating conditions for intercepting SEMR
for two variants of the initial values of the probabilities Py, Pyr, Priar and P,.qq for
dsp = 0.25, Tqi.ll)nin = 7 min , 7i8ax = 15 min are shown in Table 1, and Figs. 3 and 4
show the graphs of the dependence of the interception probability on time calculated by
formulas (3) for one participant and for the specified options obtained using the Mathcad
programi.
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Fig. 3. Graph of the dependence of the
probability to realize the threat of voice
information leakage on time for the first of the
event participants for variants a) and b) of the

initial data (Table 1)
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Fig. 4. Graph of the dependence of the
probability to realize the threat of voice
information leakage on time for at least one of
N participants of the event for variant b) of the
initial data (Table 1)

Table 1
Results of calculating the response times of logical transitions
and the Petri — Markov net as a whole
Parameter Parameter value, | Parameter Parameter value,
min. min.
Variant a): Variant b):
P, = 0.9, P,iu ~ 0.9, P, = 0.5, Py, = 0.5,

—~

pdet ~ 01, Prad =09
almost no protection)

Pyt = 0.3, Pryg = 0.1

67

86

T2(2) 72(2)

T3(z) 75 T3(z) 70
7'4(2) 7 T4(Z) 74
T5(2) 85 T5(2) 240
To(a) 94 To(2) 316
T7(2) 103 T7(2) 386
T9(z) 1.5 T9(z) 1.5
tterms 110 tterms 392

The possibilities of intercepting SEMR for voice information of at least one of
several participants in the event increase significantly with the increase in the number
of participants (or the total duration of the event). For example, for 30 participants in
comparison with 5 participants, the probability of voice information leakage by SEMR
increases almost 6 times and reaches 0.14.

Fig. 5 shows the dependence of the probability to intercept the SEMR on the
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probability of their detection by the violator during the setup of the interception TM
for the first participant and for 20 participants of the event, and Fig. 6 presents the
dependence of the probability to intercept the SEMR on the probability of detection of
a violator by a patrol group on the territory with subsequent expulsion of the violator in
the absence of other protection measures.
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. - Fig. 6. Graph of the dependence of the
Fig. 5. Graph of dependence of the probability ohability to realize the threat of voice
to realize the threat of voice information leakage i, formation leakage on the probability of
for the first participant on the probability of detecting the violator and expulsion of the
detecting SEMR during the setup of the sound  igjator from the territory adjacent to the
reinforcement system and the interception TM protected one

The analysis of the obtained results of the computational experiment showed the
following.

1. The possibilities of intercepting voice information by SEMR, even under ideal
conditions for their detection in the energy sector, turn out to be very small if the speech
duration does not exceed 10-15 minutes, even in the absence of protective measures such as
searching for and expulsion of the violator from the territory adjacent to CA, immediately
before and during the event. Therefore, when analyzing the protection of voice information
against leakage by SEMR, it is necessary to assess not only the possibility of detecting
SEMR by its spectral power density, but also the possibility of intercepting SEMR in time.

2. With an increase in the duration of a participant’s speech containing confidential
information, or the need to protect information during the entire event as a whole, the
possibility of intercepting SEMR in time increases significantly without the use of adequate
protection measures. The developed model of the analysis of these possibilities based on
the apparatus of the Petri — Markov nets allows for the first time to take into account the
time factor when justifying the timing of the application of measures for the protection of
voice information when planning and carrying out events of a confidential nature.
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Conclusion

The traditional approach to assessing the indicators of the security of voice information
against leakage due to SEMR of the RED of the OI on the basis of instrumental and
calculation methods under the conditions of the dynamics of the implementation of the
interception process by the violator turns out to be incomplete. The lack of taking into
account the time factor does not allow the correct justification of the timing of the
application of measures of protection against threats of interception of voice information
by SEMR that are not related to the energy capabilities of their detection.

To take into account the time factor when assessing the possibility of intercepting
SEMR of the RED of the OI, we propose a mathematical model developed on the basis of
the apparatus of Petri — Markov nets, and obtain relations for calculating the indicator of
information protection against leakage due to SEMR, which allows to take into account
the effect of protection measures on the possibility of such a leakage.

This makes it possible to quantitatively substantiate the requirements for the time
characteristics of the implementation of information protection measures and, above all,
measures of an organizational and technical nature within the framework of protection
systems.

In this subject area, promising areas for further research are as follows:

1) development of analytical models to calculate indicators for assessing the possibility
of detecting a violator on the territory by a patrol group in time and the influence
of the probabilities of suppression of interception TM on the possibility of intercepting
voice information, taking into account the statistical time characteristics of the process of
conducting confidential events (duration, number and duration of speeches, etc.);

2) conducting theoretical and experimental studies on the standardization of the values
of information protection indicators against leakage due to SEMR of the RED of the OI
in the interests of substantiating the requirements for the time characteristics of the ISS
response to the actions of the violator and the implementation of preventive measures to
protect information;

3) development of software tools for automating the assessment of information
protection against leakage due to the SEMR of the RED of the OI in the context of the
dynamics of the violator’s implementation of interception and the application of preventive
protection measures.

References

1. [ISO/IEC 15408-3-2008. Information Technology. Security Techniques. Evaluation
Criteria for IT Security. Part 3: Security Assurance Components|, 2008.

2. [ISO/IEC 15408-1-2017. Information Technology. Security Techniques. Evaluation
Criteria for IT Security. Part 1: Introduction and General Model|, 2017.

3. Avdeev V. B., Kartusha A. N. Calculation of Stray Electromagnetic Radiation
Attenuation factor. Special Equipment, 2013, no. 2. pp. 18-27. (in Russian)

4. Avdeev V. B., Anishchenko A. V., Petigin A. F. Methodological Approach to
Protection of Information to be Computer Processed with tre Use of Complex Signals,
against the Leakage due to Stray Electromagnetic Radiation. Special Equipment, 2017,
no. 3. pp. 40-47. (in Russian)

2021, vol. 8, no. 2 19



O. S. Avsentev, A. O. Avsentev, A. G. Krugov, Yu. K. Yazov

10.

11.

12.

13.

14.

15.

16.

17.

. Antipov D. A., Shelupanov A. A. Research of the Direction of Secondary

Electromagnetic Radiation from a Personal Computer. Proceedings of TUSUR, 2018,
vol. 21, no. 2. pp. 33—37. DOI: 10.21293/1818-0442-2018-21-2-33-37. (in Russian)

Ismibeyli E. FElectrodynamics and Propagation of Radio Waves. Workbook for
Universities. LAP Lambert Academic Publishing, 2014.

Khorev A. A. Monitoring Systems to Detection of Audio Surveillance Equipment.
Protection of Information. Inside, 2018, no. 1 (79), pp. 14—31. (in Russian)

Zaitsev A. P., Shelupanov A. A., Meshcheryakov R. V. [Technical Means and Methods
of Information Protection: a Textbook for Universities|. Moscow, Goryachaya Liniya —
Telekom Publ., 2012. (in Russian)

Skryl” S. V., Nikulin S. S., Ponomarev M. V., Tegentsev I. M., Kuznetsov M. V.
Expert Approach to Assessment of Level of Threat of Information Leakage on Pemin
Channels and her Security from Such Threats. Industrial ACS and Controllers, 2018,
no. 4. pp. 45-53. (in Russian)

Sychev M. P., Skryl S. V., Nikulin S. S., Shcherbakov A. V., Spivak V. L
Functional Model of Place Search Process of Signal Reconnaissance-Availability of
Side Electromagnetic Radiations and Pickups Modulated by Informative Signals.
Telecommunications, 2019, no. 6. pp. 28-32. (in Russian)

Bandyopadhyay S., Sarkar D., Mandal C. Equivalence Checking of Petri Net Models
of Programs using Static and Dynamic Cut-Points. Acta Informatica, 2019, vol. 56,
no. 4, pp. 321-383. DOI: 10.1007/s00236-018-0320-2.

Ahmedov M. A., Rahimov S. R., Mustafayev V. A., Atayev G. N. Simulation
of Dynamical Enterprises Process with Application of the Modification
Fuzzy Net Petri. Proceedings of the Tenth International Conference on

Management Science and Engineering Management, 2017, vol. 502, pp. 913-920.
DOI: 10.1007/978-981-10-1837-4 76.

Stetsenko I. V., Dyfuchyna O. Simulation of Multithreaded Algorithms using Petri-
Object Models. Advances in Computer Science for Engineering and Education, 2019,
vol. 754, pp. 391-401. DOI: 10.1007/978-3-319-91008-6 _ 39.

Karyotis V., Khouzani M. H. R. Malware Diffusion Models for Wireless
Compler  Networks.  Theory and  Applications.  Elsevier  Inc., 2015.
DOI: 10.1016/C2014-0-02168-5.

Georgiadis S., Limnios N. Nonparametric Estimation of the Stationary Distribution
of a Discrete-Time Semi-Markov Process. Communications in Statistics — Theory and
Methods, 2015, vol. 44, issue 7, pp. 1319-1337. DOI: 10.1080/03610926.2013.768666.

Brissaud F., Luiz F. Average Probability of a Dangerous Failure on Demand:
Different Modelling Methods, Similar Results. 11th International Probabilistic Safety
Assessment and Management Conference and the Annual FEuropean Safety and
Reliability Conference, Jun 2012. Helsinki, Finland, 2012, pp. 6073-6082.

Yang M., Wang M., Qu Y. Modeling and Performance Analysis of the Emergency
Rescue Logistics System Based on Petri Nets. Journal of Hebei University of Science
and Technology, 2017, vol. 38, no. 3, pp. 269-277. DOI: 10.7535/hbkd.2017yx030009.

20

Journal of Computational and Engineering Mathematics



ENGINEERING MATHEMATICS

18. Yazov Yu. K., Avsentiev O. S., Avsentev A. O., Rubtsova I. O. Method for Assessing
Effectiveness of Protection of Electronic Document Management Using the Petri
and Markov Nets Apparatus. Tr. SPIIRAN, 2019, vol. 18, no. 6, pp. 1269-1300.
DOI: 10.15622/sp.2019.18.6.1269-1300. (in Russian)

19. Avsentev A. O., Krugov A. G., Perova Yu. P. Functional Models of Information
Protection Against Leakage Due to Spurious FElectromagnetic Emissions of
Informatization Objects. Proceedings of TUSUR University, 2020, vol. 23, no. 2,
pp. 17-35. DOI: 10.21293/1818-0442-2020-23-2-17-35. (in Russian)

20. Yamamoto K., Nakagawa S. Privacy Protection for Speech Information. 2009 Fifth
International Conference on Information Assurance and Security, 18-20 Aug. 2009,

2009, vol. 5, pp. 284-292. DOI: 10.1109/IAS.2009.321.

21. Yazov Yu. K., Anischenko A. V. |Petri — Markov Nets and Their Application for
Modeling the Processes of Implementation of Threats to Information Security in
Information Systems]|. Voronezh, Kvarta Publ., 2020. (in Russian)

22. Klimov G. P. [Stochastic Queueing Systems|. Moscow, Nauka Publ., 1966. (in Russian)

23. [Scanning Receiver AR8200. Operation Manuall, available at:
https://docplayer.ru/32659500-Skaniruyushchiy-priemnik-ar8200-instrukeciya-po-
ekspluatacii-1-soderzhanie.html (accessed on October 12, 2020). (in Russian)

Oleg S. Awvsentev, DSc (Techn), Full Professor, Professor at the Department of
Information Security, Voronezh Institute of the Ministry of the Interior of the Russian
Federation (Voronezh, Russian Federation), osaos@mail.ru.

Alexander O. Avsentev, PhD (Techn), Senior Lecturer at the Department of Physics
and Radio Electronics, Voronezh Institute of the Ministry of the Interior of the Russian
Federation (Voronezh, Russian Federation), aoaao8787@mail.ru.

Artem G. Krugov, Deputy Head of the Department for Organization of Implementation
and Operation of Technical Means of Protection and Security of the Directorate of Non-
Departmental Security of the National Guard Troops in the Tver Region (Tver, Russian
Federation), krtemik@gmail.com.

Yurii K. Yazov, DSc (Techn), Full Professor, Professor at the Department of
Systems of Information Security, Voronezh State Technical University (Voronezh, Russian
Federation), yazoff 1946@mail.ru.

Received May 21, 2021.

2021, vol. 8, no. 2 21



O. S. Avsentev, A. O. Avsentev, A. G. Krugov, Yu. K. Yazov

YK 621.3 DOI: 10.14529/jcem210201

MOJEJINPOBAHUE ITPOIIECCOB 3AIIINTHI PEUEBOI
NHOOPMAILINN OB BbEKTOB NHO®OPMATU3AIINN

OT YTEYKWU 110 KAHAJIAM IIOBOYHBIX
SJIEKTPOMATHUTHELIX N3JIVUEHUN C IPUMEHEHUE
ATITIAPATA CETEN IIETPU - MAPKOBA

0. C. Ascenmves, A. 0. Ascenmwves, A. I. Kpyzos, FO. K. 4306

B craTbhe mpesiokeHo [jisi KOJMYECTBEHHON OIEHKN 3allUIEHHOCTH WH(MOPMAIUA Ha,
obbekTax undopmaruzanuu (OU) oT yredkn 10 KaHaJaM IHOGOYHBIX 3JIEKTPOMAIHUTHBIX
uziyuennii (II9MI) monesnuposars nponeccs nepexsara [II9MU ¢ upumenenuem anmnapara
cereit [lerpu-MapkoBa, MO3BOJISIONIETO YIUTHIBATH BEPOSATHOCTHO-BDEMEHHDBIE XapaKTepU-
CTUKU MAPAJIIEbHO PeaTn3yeMbIX [IPOIECCOB IMePeXBaTa TAKUX M3JIy YeHNH, BOSHUKAIOIINX B
pPaamo31eKTPOHHBIX yerpoiicTBax (POY) crpykrypubix sjementos (C9) obbekTa, neficTauii
HAPYIIUTEIs, PEAJIU3YOIIEro IepexBaT u3-3a Upeeaos Kourpoaupyemoii 3oun (K3), a tak-
2K€e Mepbl 3alllUThl, HAITPpABJIEHHbIE HA IIpecedenne Bo3MoKHocTH iepexBara [I9MMU. [Toara-
€TCsl, 9TO YHEPreTUIeCKUe U YaCTOTHBIE Xapakrepuctuku [I9MU, mo3Bossor HapyIuTeIro
B OTCYTCTBUU M€p 3aIllUThI OCYIIECTBJISITh TAKO nepexsat. [IpuBeseHsbl moka3aTesm OrneH-
KU U TI0JIyYeHbl aHAJTUTAIECKUE 3aBUCUMOCTH JIJIsi UX pacdera. Mojieb 03BOJIsIeT OIEHUTh
BO3MOXKHOCTB IIepexBaTa BO BpeMeHU MHMOPMAIIUU, OTHOCAIIENHCS K KOH(DUIEHINAIBHOI, a
TaKKe BJIMSTHUE Mep 3allliThl Ha BO3MOXKHOCTH HapyIiuTeisi o nepexsary [I9MU, comep-
JKAIUX CBeJIeHUsT KOH(MUIEHIINAILHOIO XapakTepa. [IpuBeseHbl mpuMepsl pacuera Ipe/i-
JIOXKEHHBIX [TOKA3aTeeil PN aHaIu3e 3allUIeHHOCTH PeYeBoil HHMOpMAIMK OT epexBaTa
o [I9MU PYY OMU, oreneHo BinsiHUe MPEBEHTUBHBIX OPTAHU3AIMOHHBIX U TEXHUIECKUX
Mep 3alllUThl Ha CHUXKEHHE BO3MOXKHOCTEI IlepexBara B 3aBHCHMOCTH OT OIEPATHBHOCTHU
U CPOKOB WX IIpOBejieHnsi. Ha OCHOBE IIPOBEIEHHOIO BBIYHC/IMTEILHOIO SKCIIEPUMEHTA I10-
Ka3aHa HEOOXOMMOCTD [PU AHAJN3E 3AIMUINEHHOCTH PEeYeBOil WHMOPMAIME OT YTEUKH 110
[I9MU oreruBaTh HE TOJHKO BO3MOXKHOCTH IHEpreTHIecKoro obHapykenus [I9MU, wo u
Bo3MokHOCTH TiepexBaTa [I9MU Bo Bpemenu.

Karouesvie cr06a: nOKA3AMEAd 3GUUUEHHOCTNY UHPOPMALUL; NODOYHBIE IAEKMPOMA2Z-
Hummole udayswenus; cems Ilempu-Maprosa; npesenmueHsle Mepvl 3aUUMbL UHPOPMAUUU;

METHUYECKUT KAHAA YMEUKU UHPOPMAUUL; BDEMEHHBLE TAPAKMEPUCTNUKU.
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